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e Ent tems Security Review and Approval Policy 

Ex

M

Statewid erprise Sys
 

ecutive Summary 

This security policy, issued jointly by the CIO and the Comptroller reflects the processes that govern the 

nd Approval for all statewide enterprise systems by Department Heads and Primary 

wing Statewide Enterprise Systems: the Human Resources Compensation 

anagement System (HRCMS) and the Commonwealth Information Warehouse (CIW) which includes data 

Annual Security Review a

Department Security Officers (DSO) on an annual basis.   This policy also highlights and references guidance 

on the importance of departments assuring that sensitive and personally identifiable data is secure and 

protected from inappropriate use. 

 

ITD manages security for the follo

M

from HRCMS, e*mpac (UMASS), CAPS, MMARS, PCRS, and PMIS legacy systems.  CTR manages the 

Massachusetts Management Accounting and Reporting System (MMARS).  ITD receives requests for access to 

these systems via the on-line request system called InTempo.  While internal processes vary slightly based 

on the system owner, the Approval and Review evidence by Department Heads and Department Security 

Officers will be standardized, collected and retained by the Office of the Comptroller.   

 

New Security Reports 

 

Four new security reports have been designed and are available in Doc Direct for your review and use.   

eport IDS: SECMMARS, SECHRCMS, SECCIW, and SECINTEM. 

de (UAID).  Any key contact can 

call 

 questions, please 

R

Access to these reports has been given to Department Heads, CFO’s, Primary DSO and MMARS Liaison, 

assuming these key contacts have a Universal Access Identification Co

request these reports once they obtain a UAID from ITD.  Doc Direct can be accessed at 

https://docdirect.itd.state.ma.us.  These reports will be run monthly.  For MMARS questions please 

the Comptroller’s helpdesk at 617-973-2468.  For DocDirect, HR/CMS, CIW and InTempo

call Common Help Desk at 866-888-2808.  

 



Considerations 

s the mandate of annual approval of security by Department Heads and annual review of 

emain 

aining a Universal Access Identification Code (UAID) to log on to enterprise systems 

D’s continues to be managed and controlled by the Information Technology 

y sensitive data in CIW, such as Intercept data and related intercept records, is 

This policy addresse

security by Department Security Officers for access to statewide enterprise systems. CFOs are expected to 

advise Department Heads on security and help to facilitate the Department Head approval of security. 

 Policy mandates and guidance issued for each individual statewide enterprise system r

unchanged;    

 The process of obt

remains unchanged; 

 The creation  of UAI

Division (ITD); 

 Access to highl

approved by the Office of the Comptroller prior to implementation by ITD.   

Department Head Responsibilities  

 Ensures that the Department conducts all fiscal business in accordance with state finance law, 

 that these changes are filed as 

ate Finance Law Compliance Roles and ensures that these changes are 

y_State_Finance_Law.doc

including but not limited to Massachusetts General Laws Chapter 29 and Chapter 7A and laws, 

regulations, policies and procedures of the Office of the Comptroller.  

 Approves changes to MMARS Administrator Security roles and ensures

part of the Department’s Internal Control Plan and are communicated without delay to the 

Comptroller’s Security Officer.  

 Approves changes to the Key St

filed as part of this Department’s Internal Control Plan and are also communicated without delay to 

the Comptroller’s Executive Bureau.  See Update Form at 

http://www.mass.gov/Aosc/docs/Forms/Security/Dept_Ke .  

omptroller, the 

staff and provides written 

ecurity Officer Responsibilities

 Ensures that all written and electronic communications from the Office of the C

Executive Office of Administration and Finance and other applicable oversight departments are 

disseminated to the appropriate Department personnel in a timely manner.  

 Provides yearly approval of MMARS, HRCMS, CIW and InTempo Security for 

evidence of the review to the CIO and the Comptroller by the end of the Fiscal Year. 

 

S  

rs in the Department using the attached security request form Obtains access to MMARS for use . 

l. 

d 

etains evidence of this review by noting the 

Unit in the Office of the Comptroller (CTR) 

 Assists Department Management in identifying the correct security roles for Department personne

 Assists the Department Head in conjunction with the CFO in identifying individuals to be delegate

authorized signatories by the Department Head (DHSA).  

 Reviews annual Enterprise System Security reports and r

date the review was completed and any changes initiated. 

 Maintains communication with the Security Administration 

on all security related issues, including access to intercept data in CIW. 

http://www.mass.gov/Aosc/docs/Forms/Security/Dept_Key_State_Finance_Law.doc
http://www.mass.gov/Aosc/docs/Forms/Security/Dept_Key_State_Finance_Law.doc


 Monitors the Department's organization for any changes that would require adjustments to a user’s 

access to enterprise systems, such as termination of employment or changes in duties.  

 Any situation that requires immediate de-activation of a user’s access to MMARS, the Security Officer 

should call the CTR Security Unit and ITD Security to expedite deactivation of the specific user's UAID 

in MMARS and  call ITD for HR/CMS and CIW access, and then submit the required documentation.  

 Facilitates the Annual Approval of Statewide Enterprise Systems Security by the Department Head.  

 Performs HRCMS and MMARS password resets for department users as needed.  

 Provides yearly review of MMARS, HRCMS, CIW and InTempo Security for staff and provides written 

evidence of the review to the CTR Security by the end of the calendar year. 

Please see the Department Key State Finance Law Form for more information on Department Head, 

Security Officer, and all Department Key Contact Responsibilities. 

 

Policy 
 
Department Heads - Annual Security Approval 

 
The Department Head must approve security access to all statewide enterprise systems by his/her staff.  The 

collection of Department Head approval evidence assures that access to all statewide enterprise systems, 

security roles, and Department Head Authorized Signatory Designations (DHSA) are up-to-date and 

personally approved by the Department Head prior to opening the subsequent fiscal year business.  The 

Department Head annual approval will occur in the spring as part of the Closing / Opening tasks. The 

Department Head should rely on the CFO to facilitate the annual approval process. 

 

The Annual Security Approval by the Department Head prior to opening the Fiscal Year will certify that 

Enterprise System Security Reports have been reviewed and approved by the Department Head.  

Specifically, the approval will document the following: 

• Staff with MMARS Fiscal Administrators roles (DFISC) or cross-functional access (such as staff with 

both Contracts and Payments ability) have been reviewed and confirmed and that the Department’s 

Internal Controls reflect individual restrictions, segregation of duties and limitations by user/UAID.    

• Staff with Department Head Signature Authorization (DHSA) is approved. 

• The HRCMS Security Report has been reviewed and access approved. 

• The InTempo Security Report has been reviewed and access approved. 

• The CIW Security Report has been reviewed by the Department Head and access to personally 

identifiable data is approved.  In addition, the Department Head confirms that policies prohibit the 

removal of electronic data from the state network and has informed all staff of their responsibilities in 

protecting this sensitive data. 

 

CTR Security Unit will coordinate collection of approval on behalf of CIO and the Comptroller.  Approval 

evidence must be received by the CTR Security Unit by the end of the Fiscal Year.  Failure to submit this 

http://www.mass.gov/Aosc/docs/Forms/Security/Dept_Key_State_Finance_Law.doc
http://www.mass.gov/Aosc/docs/Forms/Security/dept_head_apprvl_frm.doc
http://www.mass.gov/?pageID=itdterminal&L=4&L0=Home&L1=Policies%2c+Standards+%26+Guidance&L2=Enterprise+Policies+%26+Standards&L3=Security+Policies&sid=Aitd&b=terminalcontent&f=policies_standards_data_class_200710&csid=Aitd
http://www.mass.gov/?pageID=itdterminal&L=4&L0=Home&L1=Policies%2c+Standards+%26+Guidance&L2=Enterprise+Policies+%26+Standards&L3=Security+Policies&sid=Aitd&b=terminalcontent&f=policies_standards_data_class_200710&csid=Aitd
http://www.mass.gov/Aosc/docs/Forms/Security/dept_head_apprvl_frm.doc
http://www.mass.gov/Aosc/docs/Forms/Security/dept_head_apprvl_frm.doc


approval evidence form to CTR by the required due date may result in delays in processing department 

requests. 

 

Approval evidence can be submitted to the Office of the Comptroller electronically by use of an approval form 

which lists four approval categories for each statewide enterprise systems.  It is preferred that the approval 

form be filled out entirely and forwarded via email to SecurityRequests@osc.state.ma.us.  Printed hard copies 

of the form are also acceptable.  Regular Postal Mail submissions should be returned to the following 

address:   

 

Office of the Comptroller 

Attn: Security Unit 

One Ashburton Place – 9th floor 

Boston, MA 02108 

 

Designated Primary Department Security Officers – Annual Security Review 

 
The Department Security Officer (DSO) must review their agency staff security access to MMARS, HR/CMS,  

CIW and InTempo.  Security access review evidence assures that access to all enterprise systems, security 

roles, and Department Head Authorized Signatory Designations (DHSA) are up-to-date and personally 

approved by the Department Head. The Security Officer annual review will take place at the end of each 

calendar the year.  

 

The Annual review by the DSO will certify that: 

 

 The MMARS, HR/CMS, CIW and InTempo Staff Security Reports have been reviewed by the DSO. 

• Staff with MMARS ‘Administrator’ roles, particularly DFISC and Department Head Signature 

Authorization designations, is approved. 

• Staff with MMARS Department Fiscal Administrator roles (DFISC) or cross-functional access (staff with 

both contracts and payments ability) have been reviewed and confirmed and the Department’s 

Internal Controls reflect individual restrictions and limitations by user/UAID.    

• The HRCMS Security Report has been reviewed and access confirmed by the DSO. 

• The CIW Security Report has been reviewed by the DSO and access to personally identifiable data has 

been reviewed.  In addition, the DSO confirms that the Department has clear policies prohibiting the 

removal of electronic data from the state network and has informed all staff of their responsibilities in 

protecting this sensitive data. 

• The InTempo Report detailing staff access to process security requests through InTempo. 

 
Annual Review evidence must be received by the CTR Security Unit before the end of the calendar year.  

Review evidence is submitted to the CTR electronically using a review form which lists four approval 

categories for each enterprise systems.   The approval form should be filled out entirely and forwarded via 

email to SecurityRequests@osc.state.ma.us.   

http://www.mass.gov/Aosc/docs/Forms/Security/dept_head_apprvl_frm.doc
http://www.mass.gov/Aosc/docs/Forms/Security/dept_head_apprvl_frm.doc
mailto:SecurityRequests@osc.state.ma.us
http://www.mass.gov/Aosc/docs/Forms/Security/dso_annul_review_frm.doc
http://www.mass.gov/?pageID=itdterminal&L=4&L0=Home&L1=Policies%2c+Standards+%26+Guidance&L2=Enterprise+Policies+%26+Standards&L3=Security+Policies&sid=Aitd&b=terminalcontent&f=policies_standards_data_class_200710&csid=Aitd
http://www.mass.gov/Aosc/docs/Forms/Security/dso_annul_review_frm.doc
http://www.mass.gov/Aosc/docs/Forms/Security/dso_annul_review_frm.doc
http://www.mass.gov/Aosc/docs/Forms/Security/dso_annul_review_frm.doc
mailto:SecurityRequests@osc.state.ma.us


 
Guidance for CIW Systems Security Access 
 
CIW Access:  There are several levels of access to data in the Commonwealth’s Information Warehouse.  

Some CIW views contain personally identifiable data that could be damaging to the individuals involved as 

well as to the Commonwealth if the data were compromised.  Security should reflect the responsibilities of 

the individual to minimize the potential misuse of information.   

 

Personnel Related Data (CAPS, HRCMS, PCRS, PMIS):   
Human Resource and Payroll systems and the CIW data extracted from those systems contain Social Security 

Number or National ID for each employee.  SSN is protected data under both state and federal laws.  SSN 

was the key to an employee’s record prior to the implementation of an Employee ID with HRCMS.  Access to 

SSN, including to CIW data, should be restricted to individuals who need this information. CAPS, PCRS, and 

PMIS data is available via the CIW vs active systems. 

Note: When personnel related data is migrated the new CIW platform, SSNs will be structured so that the 

first five digits do not display.  Employment and attendance data can be queried by SSN but the full number 

will not display on the screen. 

 

The Department Security Officer reviews the type and level of access to be requested. It is the responsibility 

of the Department Security Officer to obtain other department signatures for approval as required by the 

type of access requested. CTR/HRD review and approve or deny user requests for access to special roles that 

require such approval. 

  

There is some data with restricted access that requires written authorization from HRD or Department HR 

Directors such as Disability data and Public Records Exemption data.  Department Security Officers are 

required to forward this written authorization to the ITD Information Security Unit prior to user access being 

granted to the data. 

 

HRCMS/UMass data in the CIW will include a standard set of views, which should be sufficient for most users, 

and an additional set of views for users who need access to data not in the standard set.  The following types 

govern access for personnel related data. 

 

 Department - Organization (ORG) -   Allows a user to have access to the data in specific (Pay) 

Organizations within the user’s Department. 

 Departmental (DEP) -   Allows a user to have access to all data for the user’s Department. 

 Multiple Departments (MD) -   Allows a user to have access to all data for more than one 

Department. 

 Secretariat (SEC) -   A user may see data for all departments within the user’s secretariat. 

http://www.mass.gov/?pageID=itdterminal&L=4&L0=Home&L1=Policies%2c+Standards+%26+Guidance&L2=Enterprise+Policies+%26+Standards&L3=Security+Policies&sid=Aitd&b=terminalcontent&f=policies_standards_data_class_200710&csid=Aitd


 Branch of Government (BOG) -   A user may see data for only those departments within a Branch 

of Government. The Branches of Government are: Executive (EXE), Legislative (LEG) and Judiciary 

(JUD). This type is only available for HR / CMS data sources. 

 

Financial and LCM Data:   

Data in the CIW is segregated into views, some of which have intercept data, which is not public information.  

Access to intercept data is heavily restricted at both the department and statewide level.  The Comptroller 

must approve all requests for intercept data other than a DSO requesting the intercept role for the individual 

department’s staff approved by the department head as needing access to the department’s individual data. 

 

There are three views that govern access to CIW data: 

• Department data:  This provides the user with access to all MMARS data except for intercept 

information which is segregated in a separate view and must be separately requested by the 

Department Security Officer. 

• Statewide data, light:  This provides the user with access to all MMARS data except that defined as 

limited access involving the following departments - AGO, IGO, SAO, HOU, SEN, LEG.  Intercept data 

is not available with the statewide light view and must be requested separately and approved by the 

Office of the Comptroller. 

• Statewide full:  Only departments with statewide financial responsibility are allowed to request 

access to all department data in the financial CIW - ANF/FAD, CTR, IGO, ITD (CIW staff only),SAO, 

TRE, HOU and SEN (Ways and Means staff only).  Intercept data is not available with the statewide 

full view and must be requested separately and approved by the Office of the Comptroller. As with 

intercept data, the Comptroller must approve all requests for statewide full data other than the 

categories of staff identified above.  In addition, statewide full access requires the approval of the CIW 

Executive Board. 

 

Guidance on Selecting HRCMS Access 

HRCMS provides more than 35 roles that can be assigned to an individual based on his/her job 

responsibilities.  Given the sensitivity of HRCMS data (SSN, disability data, etc.), it is critical that users be 

granted access only to screens needed to complete their job responsibilities.  Access to modify an individual’s 

pay, enter time and attendance data, or enter other additional compensation, must be balanced by internal 

controls that assure that personal and compensation data are not changed without authorization.  Reports 

should be monitored by management to assure that no unauthorized changes are executed.  

 

The HRCMS Security Roles have been constructed to support the various levels of access for each business 

area. 

 
1.    The Correction mode – Control Users is a role that is limited to control departments only.  

 



2.    The Operational User Role is used by Higher Education, Constitutional Officers, Independent and 

the Administrative Office of the Trial Court departments that have the responsibility for processing 

business activities specific to their departments’ operational needs.  

 

3.    The End User Role is a more restricted role and allows the processing of Human Resources, Payroll, 

Benefits, and Time & Labor transactions pertaining to the individual department’s data.  See the 

HRCMS Security End User Overview for complete description of all HRCMS security roles.  Requests 

for disability data must be approved by the State Office of Affirmative Action.  Requests  for the Public 

Records Exemption data must be routed through and authorized by the agency HR Director due to the 

confidential nature of the exemption status. 

 
If you have any questions about HRCMS Security, Signature Authorization, best practices, or security role 

selections, please call Common Help for assistance.      

 

Guidance on Selecting MMARS Access 

 
MMARS security is “role based,” giving the flexibility to choose roles that support specific business areas, 

such as Accounts Receivable, Accounts Payable, Fixed Assets, etc.  The DSO may request that CTR assign 

one or many roles within one UAID, depending on the agency identified functions to be performed by the 

user.  

 

The MMARS Security Roles have been constructed to support two levels of access for each business area. 

 
1. The Administrator Role is the more powerful role and allows the individual to validate and “submit” 

a document to a Final status, which acts as an electronic signature of the Department Head.    

 
2. The User Role is more restricted and allows the processing of documents but excludes the ability to 

finalize documents.  See the Security Role Descriptions and Documents for complete description of all 

MMARS security roles. 

 

While the use of high-level security roles may be needed, it is important to understand that a large number 

of staff with these security roles increases the risks to an unauthorized or unintended breach of the internal 

controls and the security they are designed to support, since individuals can process related transactions 

without oversight, i.e., staff with the ability to establish vendors and encumber should be different than users 

who make payments.  CTR recommends the following industry standards practices to mitigate risk: 

 

• Periodically review all high-level Administrator security roles and promote staffing models that truly 

segregate duties.  If segregation is more difficult (e.g., for small departments), establish a process to 

require two individuals without direct reporting relationships to be part of the review of transactions to 

be approved. 

 

http://www.itd.state.ma.us/forms.htm
http://www.mass.gov/Aosc/docs/policies_procedures/security/po_sec_roles_description_documents.doc


• Include supporting narrative for all security decisions, ‘Administrator’ role justifications, DHSA 

Designations, and the annual approval evidence in your Internal Control Plan.  This will exemplify the 

approval by the Department Head for all staff security. 

   

• Department Head and Secretariat Signature Authorization should be structured to ensure that there 

are sufficient Department employees authorized to approve contracts, transactions, payroll and other 

critical business needs during staff vacations, parental, sick or other leave or unavailability.  

Departments must balance the need to have adequate coverage with the risk of having too many 

employees with Administrator or Department Head Signature Authorization that can increase risks for 

abuse. 

 

If you any questions about MMARS Security, Signature Authorization, best practices, or security role 

selections, contact the Comptroller Security Unit and ask for assistance.   Security staff will assist you over 

the phone or meet with you and your agency administrators.   

  

Internal Controls 

Security for all enterprise systems must be managed by the department to support Internal Control concepts 

and guidelines for both transaction processing and access to sensitive information.  The DSO and the 

Department’s Internal Control Officer should coordinate activities to assure appropriate use of systems: 

• Users must be trained on relevant policies and use of personally identifiable data. 

• Department work should be set up to segregate duties whenever possible to assure that state 

resources and sensitive data are protected. 

• Personnel and system policies should highlight that sharing of security system ID’s (UAID’s, 

Passwords, etc.) is prohibited. 

• Delegation of signature authorization to managers and staff should be at appropriate levels and reflect 

the internal controls of the department.  The Department Head must approve all delegation of 

signature authorization – this approval cannot be delegated. 

• Staff financial activity should be monitored on a regular basis using standard transaction and 

department generated reports from the Commonwealth Information Warehouse. 

 
Violation of State Finance Law 

 
Any department head or designee who knowingly violates state finance law, authorizes or directs another 

officer or employee to violate any provision of M.G.L. c. 29, or any rule or regulation promulgated there 

under, or any other provision of law relating to the incurring of liability or expenditure of public funds shall be 

punished by fine of $1,000 or imprisonment for one year, or both.  See  M.G.L. c. 29, § 66. 

 

Information Sources 

 

Legal Authority:  

• M.G.L. c. 7A (Office of the Comptroller); M.G.L. c. 29 (State Finance Law); 

http://www.mass.gov/Aosc/docs/policies_procedures/internal_controls/po_ic_internal_control.doc
http://www.mass.gov/Aosc/docs/policies_procedures/internal_controls/po_ic_internal_control.doc
http://www.mass.gov/Aitd/docs/policies_standards/protection_sensitive_agncy_info.rtf
http://www.mass.gov/?pageID=itdterminal&L=4&L0=Home&L1=Policies%2c+Standards+%26+Guidance&L2=Enterprise+Policies+%26+Standards&L3=Security+Policies&sid=Aitd&b=terminalcontent&f=policies_standards_data_class_200710&csid=Aitd
http://www.mass.gov/legis/laws/mgl/29-66.htm
http://www.state.ma.us/legis/laws/mgl/gl%2D7a%2Dtoc.htm
http://www.state.ma.us/legis/laws/mgl/gl%2D29%2Dtoc.htm


• M.G.L. c.29, § 66  (State Finance Law Violations) 

• MGL c. 66A  Fair Information Practices Act 

• 801 CMR 3 Privacy and Confidentiality  

• MGL c.214 s. 1B Right to Privacy 

• MGL c.214 s. 3B Violations of Chapter 66A; Statute of Limitations 

 

Related Policies: 

• Key State Finance Law Compliance Appointments and Responsibilities 

• Department Head Signature Authorization and Electronic Signature for MMARS Documents 

• ITD Guidelines – Privacy and Security  

• Privacy and Security Policies and Practices (EOHHS) 

• ITD Security Policies 

 

Attachments: 

• Department Head Annual Approval Form 

• Department Security Officer Annual Review Form 

• MMARS Login Instructions 

• Designation of Department Security Officer Form 

• MMARS Security Request Form  

• HRCMS End User Overview  

• End User Security Form (HRCMS, CIW, DOC DIRECT) 

• Payroll Public Records Exemption Policy 

• Contacts - Help Desk 

 

Revisions: 

http://www.mass.gov/legis/laws/mgl/29-66.htm
http://www.mass.gov/legis/laws/mgl/gl-66a-toc.htm
http://www.mass.gov/bb/regs/801003.html
http://www.mass.gov/legis/laws/mgl/214-1b.htm
http://www.mass.gov/legis/laws/mgl/214-3b.htm
http://www.mass.gov/Aosc/docs/Forms/Security/Dept_Key_State_Finance_Law.doc
http://www.mass.gov/Aosc/docs/policies_procedures/security/po_sec_dept_hd_sign_authorization.doc
http://www.mass.gov/?pageID=itdsubtopic&L=4&L0=Home&L1=Policies%2c+Standards+%26+Guidance&L2=Legal+Guidance&L3=Privacy+%26+Security&sid=Aitd
http://www.mass.gov/?pageID=eohhs2subtopic&L=4&L0=Home&L1=Government&L2=Laws%2c+Regulations+and+Policies&L3=Privacy+and+Security&sid=Eeohhs2
http://www.mass.gov/?pageID=itdsubtopic&L=4&L0=Home&L1=Policies%2c+Standards+%26+Guidance&L2=Enterprise+Policies+%26+Standards&L3=Security+Policies&sid=Aitd
http://www.mass.gov/Aosc/docs/Forms/Security/dept_head_apprvl_frm.doc
http://www.mass.gov/Aosc/docs/Forms/Security/dso_annul_review_frm.doc
http://www.mass.gov/Aosc/docs/How_To/JobAids/SEC_J01.doc
http://www.mass.gov/Aosc/docs/Forms/Security/Designation_Form.doc
http://www.mass.gov/Aosc/docs/Forms/Security/NewMMARS_Security_Request_form.doc
http://www.itd.state.ma.us/datacenter/forms/em-system-access-request-form.doc
http://www.mass.gov/?pageID=hrdsubtopic&L=3&L0=Home&L1=Policies+%26+Benefits&L2=Payroll+Public+Exemption+Policy&sid=Ehrd
http://www.mass.gov/?pageID=oscterminal&&L=2&L0=Home&L1=Guidance+for+Agencies&sid=Aosc&b=terminalcontent&f=help_help&csid=Aosc
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